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Overview

A Virtual Private Network (VPN) is used to securely access the Big Data Lab from off campus.
Faculty and students with access to the Big Data Lab may use this VPN. The OpenVPN client or
compatible software must be installed and configured with a client profile to connect to the
Computer Science VPN. These instructions and additional support materials are available at
http://csconnect.hofstra.edu/.

OpenVPN client on Linux

1.

Install OpenVPN
On Debian/Ubuntu:

sudo apt-get install openvpn
On RedHat/CentOS:
sudo yum install openvpn

Download the client profile

Go to http://csconnect.hofstra.edu/ and enter your network credentials to download your
profile. Then extract the contents of the tar:

tar —xvfT profile._tar
Move the VPN client profile into place:

sudo mv profile/profile.ovpn /etc/openvpn/client.conf
Restart the OpenVPN daemon:

sudo /etc/init.d/openvpn start

Alternatively, you may run OpenVPN directly:

sudo openvpn --config /Zetc/openvpn/client.conft
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OpenVPN client on Windows

1. Go to the OpenVPN download page at http://openvpn.net/index.php/open-
source/downloads.html and download the OpenVPN client installer.

Source Tarball {gzip}

openvpn-2.3.11.tar. gz

GnuPG Signature

Source Tarball {xz)

openvpn-2.3.11.tar. xz

GnuPG Signature

Source Zip

openvpn-2.3.11.zip

GnuPG Signature

Installer {32-bit), Windows XP

openvpn-install-2.3.11-1001-i686. exe

GnuPG Signature

Installer {E4-bit), Windows XF

openvpn-install-2.3.11-1001-x86 64 exe

GnuPG Signature

Installer {32-bit), Windows Vista and later

openvpn-install-2.3.11-1601-i686. exe

GnuPG Signature

Installer (§4-bit), Windows \ista and later

openvpr-install-2. 3. 11-1601-x86 64 exe

GnuPG Signature

2. Launch the installer and follow the prompts as directed.

OpenVPN 2.3.11-1601 Setup = S

Welcome to the OpenVPN
2.3.11-1601 Setup Wizard

This wizard will guide you through the installation of
OpenyPM ; an Open Source WP package by James Yonan,

Mote that the Windows version of OpenVPN will anly run on
Windows XP, or higher.

Y

| Next = | | Cancel
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3. Click “I Agree” to continue.

" OpenVPN 2.3.11-1601 Setug C=Aren <)
License Agreement
0 PE N Please review the license terms before installing CpenvPM
2,3.11-1601.,

Press Page Down to see the rest of the agreement.

CipenVPM (TM) — An Open Source VPN daeman -

[

Copyright (C) 2002-2010 OpenyPN Technologies, Inc, <sales@openvpn.nets

This distribution contains multiple components, some

of which fall under different licenses. By using OpenVPM
ar any of the bundled components enumerated below, yau
agree to be bound by the conditions of the license for
each respective component.

CpenVPM trademark -

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install OpenVPM 2.3, 11-1601.

Mullsoft Install System w2, 46-101 ‘g

| <Back | 1Agee | | cancel

4. Leave the default selection of components and click “Next”.

| OpenVPN 2.3.11-1601 Setuf L= |-
Choose Components
0 PE N Choose which features of OpenVPN 2.3, 11-1601 you want to
inztall.

Select the components to installfupgrade. Stop any OpenVPN processes or the OpenVPM
service if it is running. All DLLs are installed locally,

Select components to install;

M| CpenVPN User-Space Components -
[+] OpenvPM Service H

[+] TAP virtual Ethernat Adapter

- [¥] OpenVPN File Assocations
i--[] OpenssL Utiities

i
1 R ATt = I ma L
Descrlptlnn
Space required: 4.2MB Position wour mouse over a component ko see its
descripkion,
Mullsoft Inskall Syskem wie.46-101
<Back || Next> | | cancel
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5. Accept the default installation path and click “Install”.

-
(") OpenVPN 2.3.11-1601 Setup =)

Choose Install Location
0 PE N Choose the folder in which to install OpenvPM 2.3, 11-1601.,

Setup will install OpenVPM 2.3, 11-1601 in the following folder. To install in a different folder,
dick Browse and select another folder. Click Install to start the installation.

Destination Folder

C:'\Program Files\OpenyPM

Space reguired: 4. 2MB
Space available: 167.6GE

Fullsaft Install Swstem v2,46-101

<Back || Instal | | cancel |
-

i - h

(") OpenVPN 2.3.11-1601 Setup N T =

Ins=talling
o PE N Please wait while OpenVPMN 2.3, 11-1601 is being installed.
Removing any prewvious OpenVPM service. ..
Remaving any previous OpenVPM service...
| |
|| |
[
Mullsaft Install Swstem «2,46-101

! < Back Mext = Cancel

Rev. Jul-30-2016



6. When prompted, click “Install” to allow the virtual network adapter to be setup.

[+7] Windows Security

]

Would you like to install this device software?

~ Mame: TAP-Windows Provider V3 Network adapters
_&_' Publisher: OpenVPMN Technelogies, Inc.

Eﬂlways trust software from "OpenVPN
Technologies, Inc.”,

device software is safe to install?

o

| Install || Don'tlnstall |

@ You should only install driver software from publishers you trust. How can [ decide which

7. Wait for the installation to complete and click “Next”.

-
(") OpenVPN 2.3.11-1601 Setup

O = e |

Installation Complete
0 PE N Setup was completed successfully.

Completed

Qutput folder: C:'\Program Files\OpenyPMYbin

Extract: liblzo2-2.dll... 100%:

Output folder: C:Program Files\OpenYPMbin

Extract: libpkcs11-helper-1.dll... 100%:

Qutput folder: C:'\Program Files\OpenyPM

Extract: icon.ico... 100%

Qutput folder: C:'\Program Files\OpenVPMNidoc

Extract: license.tut... 100%

Created uninstaller: C:'\Program Files\OpenVPHUninstall.exe
f Completed

1 m |

mullsoft Inskall Syskem v, 46-101
l |

Cancel
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8. Click “Finish” to complete the wizard.

(7} OpenVPN 2.3.11-1601 Setup = |-

Completing the OpenVPN
2.3.11-1601 Setup Wizard

OpenVPM 2.3.11-1601 has been installed on your computer,

Click Finish to dose this wizard.

Show Readme

r | < Back ” Finish ] | Cancel |

9. OpenVPN GUI must always be run as administrator, but you can set it to run with elevated
privileges automatically. To do so, right click on the desktop icon and select Properties.

) o

Computer Open
Troubleshoot compatibility
Open file location

E Run as administrator

FLEC'_',"C|E'EHI"I Open with Brackets
1-Zip
CRC SHA
Edit with Notepad++
Scan with System Center Endpoint Protection...

Pin to Taskbar
Pin to Start Menu

Restore previous versions

Send to

Cut

Copy

Create shortcut
Delete

Rename

Chrame .
Properties
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10. From the Compatibility tab, check "Run this program as administrator" and click “OK”.

Security | Details | Previous Versions
General |  Shotcut | Compatibiity

ff you have problems with this program and it workeed comectly on
an earier version of Windows, select the compatibility mode that
matches that earlier version .

Help me choose the settings
Compatibility mode

[ Fun this program in compatibility mode for:
Windows Vista

Settings
Fun in 256 colors
Fun in 640 x 480 screen resolution
Disable visual themes
Disable desktop compasition

Digable display scaling on high DP| settings

Privilege Level

[¥]{Run this program as an administrator;

[ I@D’lar‘lgﬁ-sta'.’cl'.ing;m’r'-::uraIIusnafs ]

[ ok || cancel || seply

11. You must first download a client profile to use the VPN. Go to http://csconnect.hofstra.edu/
and enter your network credentials to download your profile. Once downloaded, extract the
contents of the “.tar” file with 7-Zip or WinRAR.

12. Move the “.ovpn” file into the directory C:\Program Files\OpenVPN\config

. » Computer b Operating System (C:) » Program Files » OpenVPM b config

Organize = Include in library = Share with + Burn MNew folder

s

s Favorites Mame Date modified Type Size
Bl Desktop m 11_h702196170.0vpn 7/11/201611:32 AM OpenVPN Config .. 10 KB
[1 Downloads D README. tt T/8/2016 2231 PM Text Document 1KB

.E Google Drive
5l Recent Places
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13. You can now connect. Right click the OpenVPN icon in the taskbar notification area and click
“Connect”. If you have multiple configurations, select the one you want to use and then click
"Connect".
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